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Abstract

The consultant has been employed conduct a feasibility study about employing the
mobile phone usage related information for the governance purposes. The objectives of this
study are 1. To conduct a feasibility study to employ the internet log data for NBTC’s
governance purposes. 2. To acquire knowledge about the specifications, processes, formats
and standards required for the information storage system to be prepared in the data center
in accordance with the law. 3. Finally, NBTC Office can acknowledge the details and forms of
the information retrieved from the internet log and its suitability for further supervising
purposed. The project consultant divided this study into 3 parts which are 1. Legal
Availability 2.Technical Availability 3.Process Availability. All 3 parts have details:

Legal Availability The consultant conducted a study which can be concluded that,
at the present, NBTC has limited authority to retrieve the data from business operators for
the purpose of supervision of such business. The domain of NBTC’s power is limited to the
supervision of telecommunication business only. The consultant has carefully considered
the law to cover all disputes that may happen by dividing the legal considerations into 6
topics as follows: 1. Legal Considerations Related to the Authority of the NBTC in Retaining
the Data Retrieved from Internet Service Providers “Section 32/1 Licensees shall be
requested to submit the data obtained from internet services under Section 27 (22/1) for the
following public benefits only: (1) For the benefit of judicial process. (2) For the benefit of
public health. (3) For the benefit of urban planning or urban management. (4) For other
benefits stipulated in the Royal Decree. 2. Legal Considerations Regarding Data Retention
Period. For this reason, it is recommended that the legal provisions in 2 laws, which are
Computer Crime Act, B.E 2550 (2007) and NBTC’s Notification Re: Personal Data Protection,
to extend the retention period of at least 20 years. 3. Legal Consideration Regarding Personal
Data Protection Standards. It allowed to do so under the exemption no. 23 of GDPR
provided that such retention shall be performed necessarily and supported by issuance of

appropriate. Moreover, according to the standards of personal data protection under



Personal Data Protection Act, B.E. 2562 (2019), if NBTC collects and use identifiable
computer traffic data, either directly or indirectly, such data shall be deemed as “Personal
Data” under Section 6 of Personal Data Protection Act, B.E.2562 (2019), stating that
“Personal Data” means any data regarding a person which can be used to identify such
person, either directly or indirectly, excluding the data of the dead. NBTC can collect and
use such Personal Data without consent from data. 4. Legal Considerations Regarding Data
Disclosure “Section 31/2 For the public benefits under Section 31/1, in disclosing data from
inter services to other government agencies which is not related to judicial process, NBTC
shall anonymize the data of each service user to protect privacy of the data owner” 5. Legal
Considerations Regarding Data Retention in Charge Person. It can be divided into 3 patterns,
which are. (1) Office of the NBTC retains data by itself. (2) Service providers retain the data.
(3) Other government agencies retain the data. 6. Legal Considerations Regarding
Preparedness of Data to be Retained. It can be concluded that the standards of data
retention shall be issued for legal which causes to cover the different data retention of each
entrepreneur providing internet services.

Technical Availability The consultant divided this part into 3 feasibilities, as follows:

1. Feasibility of Attributes of the Retained Data. (1) Data of registration of service
users. (2) Authentication data. (3) Access data 2. Feasibility of Data Transmission Process.
Office of the NBTC should setup the central system to convert and encrypt the data. This is
to ensure consistency of data preparation and lessen service providers’ burden. Since the
data to be transmitted is fairly big, it should be transmitted through batch processing with
fixed time of processing and transmission through encrypted channels as well as determining
maximum speed of data transmission to prevent any problems regarding the quality of
service providers’ service. 3. Feasibility of Data Security Standards. (1) Service providers’ data
preparation. (2) Data transmission: should have standard of data security during transmission.
(3) Data retention at the Data Center: design in accordance with the standards of the Data
Center at tier 3 level which is deemed appropriate at the initial stage by the consultant.

Process Availability It can divided into 3 parts, as follows: 1. Investment Worthiness.
This part can be considered from 2 points: (1) Importance in data retention process
(2) Retained data can be used for further development of the country in various aspects in

the future 2. Consultant’s Recommendations. Alternative 1: Data Center is developed by

NBTC, funding from NBTC’s annual budget and/or from the Broadcasting and

Telecommunications Research and Development Fund for the Public Interest (BTFP), which

has the income under Section 53. Alternative 2: Data Center is developed and financed by

a_co-investment between the NBTC and other private investors (Public Private Partnership:



PPP), conducted under Private Investments in State Undertakings Act, B.E. 2556 (2013).

Alternative 3: Data enter is developed by sole investment of private sector. For this choice,
the private sector shall invest in Data Center development and be responsible fully for all
data under the standards and laws determined by the government. Alternative 4: Data

Center is developed by a newly established agency, funding by the NBTC’s annual budget.

This choice proposes establishment of a specific agency to be in charge of Data Center
business. This agency shall be responsible for development of the construction, operation
and maintenance, as well as device upgrades in the Data Center. 3. In addition, the
consultant made an analysis in terms of investment worthiness and applied various
concepts into the analysis such as the concept of Net Neutrality the idea of Net Non-

neutrality.



